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Astonishing!
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S O U R C E S  O F  I N F O
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CISA // FBI // NSA // Australian Cyber 
Security Centre // Canadian Centre for Cyber Security

// The National Cyber Security Center, UK // Federal Office for 
Information Security BSI, Germany // The National Cyber Security Centre, 

Netherlands // CERT NZ, New Zealand // National Cyber Security Centre, New Zealand

B A C K G R O U N D

April 13,

2023
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On 4/13, CISA and 9 U.S. and international partners released a whitepaper on Secure by Design & Secure by DefaultThis will be an iterative process – we look to many stakeholder verticals to help refine future iterations



T H E  P R O B L E M



F R O M  C U S T O M E R  T O  P R O D U C T

L I F E C Y C L E  I N V E S T I G AT I O N

1

V U L N E R A B I L I T Y
I N T R O D U C E D

3

V U L N E R A B I L I T Y
E X P L O I T E D

I N I T I A L  
I N T R U S I O N  

V E C T O R

2

V U L N E R A B I L I T Y
E X P O S E D

4

I N C I D E N T :
E X P L O I T A T I O N

D I S C O V E R E D

5

N O T I F Y  C I S A ,
P R E S S ,

S H A R E H O L D E R S ,
P A Y  R A N S O M ,

C A L L  F B I ,
I R  C O N S U L T A N T S

…

P R O D U C T  
D E V E L O P E D C U S T O M E R  D E P L O Y S  P R O D U C T

R E S P O N S EI N V E S T I G A T I O N

L E A D S  T O  I N V E S T I G A T I O N



U N D E R LY I N G  P R I N C I P L E S

2. transparency and
accountability

1. own security
outcomes 3. organization

structure



S E C U R E  B Y
D E S I G N

S E C U R E  B Y
D E F A U LTvs.



SECURE BY DESIGN
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S E C U R E  B Y  D E S I G N

1. is a business 
level goal

2. stated before
design kick-off

3. requires real
tradeoffs

4. can’t be 
added later



C O S T S  O F  L A C K  O F  S A F E T Y  B Y  D E S I G N

The result is improved 
handling and road holding 
stability, particularly at speed

…keeps both wheels working 
when cornering or driving in 
gusty winds



E X A M P L E S  O F  S E C U R E  B Y  D E S I G N

memory-safe programming languages

secure hardware foundation

secure software components

parametrized queries

SBOMs

vulnerability disclosure policies w/ legal safe harbor

and more…
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SECURE BY DEFAULT
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S E C U R E  B Y  D E F A U LT

1. secure configurations
out of the box

2. manufacturer
responsibility

3. MFA-like push
for security by default

4. “loosening guides”, 
not “hardening guides”

5. no added costs
or new licenses

6. default in
every product
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Secure configs are the baselines out of the boxKeeping configs secure should be the responsibility of the manufacturer Strong nudges to be more secure, like MFATransform “hardening guides” into “loosening guides”Requires no new licenses or costsComes in every product, like seatbelts �(that used to be an up-charge)



E X A M P L E S  O F  S E C U R E  B Y  D E F A U L T

eliminating default passwords

single sign-on at no additional cost

high-quality audit logs at no extra charge

reducing “hardening guide” size

security setting user experience

and more…
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 Eliminating default passwordsSingle sign-on at no additional costHigh-quality audit logs at no extra chargeReducing “hardening guide” sizeSecurity setting user experienceAnd more…



S E C U R E  B Y  D E S I G N  E C O S Y S T E M

M A N U F A C T U R E R S I T / O T / I o T O P E N  S O U R C E E D U C A T I O N C U S T O M E R S

I N S U R A N C E V C  F I R M S R E S E A R C H E R S I N T E G R A T O R S I N T E R A G E N C Y I R  F I R M S

S T A N D A R D S R E G U L A T O R S T A R G E T  R I C H /
R E S O U R C E  P O O R

I S A C s
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ManufacturersIT/OT/IoTOpen-source communityEducation (university, and self-taught)CustomersCIOsSmall and Medium OrgsInsuranceVenture Capital firmsSecure researchers/hackersIntegratorsInteragency partnersIR firmsStandards bodiesRegulators/legislatorsTarget rich/cyber poor orgsISACs



S H I F T I N G  T H E  B A L A N C E

S D L C :  P R E - S H I P M E N T

preventative, detective controls
(ex: code analysis tools)

S D L C :  P O S T - S H I P M E N T

reactive controls
(ex: fixing bugs detected at 

customer sites)

security products
staff
SSO tax
insurance
consultants
counsel

H A R D
C O S T S

response to incidents 
(potential and confirmed)
IR firms
outside counsel

H A R D
C O S T S

deploying hardening 
guides
training staff
patching
adopting CISA CPGs

S O F T
C O S T S

response to incidents 
(potential and confirmed)
managing IR firms and 
outside counsel
lost executive productivity

S O F T
C O S T S

C U S T O M E R  D E P L O Y M E N TP R O D U C T  D E V E L O P M E N T

R E S I D U A L  B U S I N E S S  R I S K S :

few can pay all hard and soft costs; 
➟customer loss, reputation, other risks

N A T I O N A L  S E C U R I T Y  D E L T A :

the sum of individual risks creates an even 
larger national security risk though supply 
chain and other connections

B O T T O M  L I N E :

customers already pay a silent security tax; 
we want to shift that poorly measured and 
unevenly distributed tax to the left, reducing 
the overall costs and risks to customers

M O V E
E X I S T I N G
C O S T S  &

R I S K S
L E F T

L E F T  O F  B O O M R I G H T  O F  B O O M
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ManufacturersIT/OT/IoTOpen-source communityEducation (university, and self-taught)CustomersCIOsSmall and Medium OrgsInsuranceVenture Capital firmsSecure researchers/hackersIntegratorsInteragency partnersIR firmsStandards bodiesRegulators/legislatorsTarget rich/cyber poor orgsISACs



What  can  manufac tu re rs  do?
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Within a year, demonstrate measurable progress in the following areas:

1. Increase the use of multi-factor authentication (MFA).
2. Reduce default passwords across products.
3. Reduce entire classes of vulnerabilities.
4. Increase the installation of security patches by customers.
5. Publish a vulnerability disclosure policy (VDP).
6. Transparency in vulnerability reporting.
7. Increase in the ability for customers to gather evidence of intrusions.





What  can  cus tomers  do?
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mvsp.dev

https://mvsp.dev/


C I S A ’ S  S T R AT E G Y

E S T A B L I S H  
C I S A ’ S  R O L E

C O L L E C T
D A T A  A N D  B E S T  

P R A C T I C E S

D R I V E  A D O P T I O N  
O F  S E C U R E  B Y  
D E S I G N  B E S T  

P R A C T I C E S
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  CISA’s Secure by Design work involves several workstreams:Establishing CISA’s work to advance Secure by Design & Security by DefaultCollecting data and best practices to understand what “good” looks likeOutside engagement to foster tech ecosystem safety:Working with technology manufacturers to incentivize software that is secure by design and secure by default Encouraging organizations to demand more from their technology vendorsWorking with educators to integrate security into computer science and other technology-related coursesEngaging multiple regions and stakeholder communities



Y O U R  N E X T  S T E P S

B U I L D  
R O A D M A P S

G A T H E R
M E T R I C S

E N G A G E
S T A K E H O L D E R S

R E V I E W
whitepaper and 
documentation

D I S C U S S
history of safety
in other fields

C O N N E C T
reach out to us 
and share

D R I V E
secure by design and 
secure by default

M O R E  I N F O h t t p s : / / w w w . c i s a . g o v / s e c u r e b y d e s i g n S e c u r e B y D e s i g n @ c i s a . d h s . g o v
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Review the whitepaper and linked documentationThink about the history of safety in other fieldsReach out to us & share your input!Think about how your work can drive Secure by Design & Secure by DefaultE.g., build your roadmaps informed by Secure by Design & Secure by Default:Gather metricsConnect with external stakeholders

https://www.cisa.gov/securebydesign


C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y

h t t p s : / / w w w. c i s a . g o v / s e c u r e b y d e s i g n S e c u r e B y D e s i g n @ c i s a . d h s . g o v
w i l l i a m . h i c k s @ c i s a . d h s . g o v

c i s a r e g i o n 9 o u t r e a c h @ c i s a . d h s . g o v

C O N TA C T  U SL E A R N  M O R E
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https://www.cisa.gov/securebydesign
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